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Requirements

A person who is going to submit incident reports and reports of significant
cyber threats needs to register an account in the Reporting Portal and
have authorisation delegated to their account from a registered signatory
of the company.

Please see the guides for the Reporting Portal for more information.

The authorisation "]DORA incident och cyberhot” is delegated to the user,
for the company that is submitting the report (submitting entity). If there are
any other companies affected by the incident (affected entity), no
authorisation is necessary, only for the submitting company. However,
affected companies should be entered into field 1.4, 1.5 and 1.6.

Submitting a report also requires access to the inbox for the email address
entered in the contact form. This is to have access to the email notification

containing important information, automatically sent from FIDAC.

Please see the guide for FIDAC for more information.


https://www.fi.se/en/applying-and-reporting/reporting2/authorisation/?language=en
https://www.fi.se/en/applying-and-reporting/reporting2/report-in-fidac/
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Report an incident

The incident report according to the DORA directive is divided in three
separate reporting modules in FIDAC:
e Dora_initial
The module should be submitted as soon as possible but within 4
hours after the incident has been classified as major, and 24 hours
at the latest after the company was made aware of the incident.
e Dora_intermediate
The module should be submitted within 72 hours after the initial
report was submitted.
e Dora_final
The module should be submitted within one month after the
intermediate report was submitted.

The reporting modules are divided, named and numbered via
Unscheduled in the menu in FIDAC, like the below screenshot.

Unscheduled Reports

Select a Data Collection to

Q. Search

1. Dora Initial

1. Dora Incident Initial Report Web Form, JSON

2. Dora Intermediate

2. Dora Incident Intermediate Report Web Form, JSON

3. Dora Final

3. Dora Incident Final Report Web Form, JSON

Dora Cyber Threats

Dora Significant Cyber Threats Web Form, JSON

To submit a new incident report, select 1. Dora Incident Initial Report and
then Add New Report in the top right corner. A form will then open.

Please see the flowchart on the next page, illustrating reporting of all three
incident modules.
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FLOWCHART FOR INCIDENT REPORTING
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INITIAL NOTIFICATION

Once the form has opened, click Reporting Entity ID or Name and select
the company submitting the report.

Reporting Date*

04/27/2026 B X

Reporting Entity ID or Name*

Go to template b

= Dora Incident Initial

General information about the financial entity

Dora Initial notification

When a company has been selected, you will be able to enter information
into the form. Start by clicking Type of submission and select
initial_notification. Major_incident_reclassified_as_non-major is only
selected after the initial_notification has been submitted and if the incident
is no longer classified as major.

11

Type of submission

010

010

initial_notification

major_incident_reclassified_as_non-major

Continue by selecting Dora Initial notification in the menu.

Dora Initial notification
Reporting Date*

04/27/2026 8 x B Show description

12 1.3a
Reporting Entity ID or Name*

1.3b 1.4
98100 X
L Identification code of the entity Identification code of the entity .
Name of the entity submitting the report submitting the report (LE) submitting the report (£0 10) Type of the affected financial e
Q. Gototemplate S 010 020 030 040

010
[ Dora Incident Initial

General information about the financial entity

Dora Initial notification
L] » | 4 G >
< Collapse Sidebar = Clear Form @ Download & Upload
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The forms appearance is based on the Excel template from ESMA.
Complete the form by scrolling to the right.

Column tips

Some fields have accompanied information in their column header, for
example how date and time should be entered. However, the information
is only available in Swedish. Click on the column header to see the
information in a pop-up:

2.2 23

Date and time of detection of the ICT- Date and time of classification of the
related incident (Format: YYYY-MM- | incident as major (Format: YYYY-MM-
DDThh:mm:ss.0Z) DDThh:mm:ss.0Z)

sl Format f&r datum och tid: YYYY-MM-DDThh:mm:ss.0Z | 180

The format for date and time have to follow the ISO-standard and is written
for example like this: 2026-04-27T12:47:00.0Z

Save and report
Once the report is completed, click Download to save the report as a Json
file which will be reused for the next reporting module.

< Collapse Sidebar = Clear Form & Download & Upload

Finish by clicking Preview in the bottom right corner. If something is
missing or has been incorrectly entered according to the schema
validation, those fields will be marked in red. Correct any errors, click
Preview again and then Report.

Enter the contact information and submit the report. The entered email
address will receive an email notification which contain information about
the report and a unique reference code.

&5 Upload Report b4
Additional Data

Provide some additional information with your report submission.

Namn*

First and last name

Phone number*

Phone number of responsible person

Email address*

Email address (a confirmation email will be sent to this address)

w23 & Back Next
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Email notification

When the report has been submitted, an email notification will
automatically be sent from FIDAC, to the email address entered in the
contact form. The email contain information about the report was approved
or encountered any validation errors, and details about the submission.

The details of the report is shown in the below example.
It is important to save the reference code, marked in bold:

Details about the submission:

« Financial entity ID: 98100

« Financial entity name: Testbanken

« Data collection: 1. Dora Incident Initial Report
« Module version: dora_initial_v1

« Submission ID; 2026-0427-dc73-de58

« Reporting date: April 27, 2026

« Submission timestamp: April 27, 2026 08:37:40
+ Reference code: CAFIX0427dc73deb8

The reference code is used in the next two reporting modules, in order to
keep the reports (Initial, Intermediate and Final) together.

When the reference code is used in the Intermediate and Final reports, the
same reference code will be included in the email notifications for those
reports. In addition, the reference code is also included in the subject line
of the email.

Resume the report

The downloaded Json file can also be used to resume the report at a later
time. If the report has been partially finished, save the Json file by clicking
Download and then close the form. At a later time, start a new report and
click Upload, the saved data will automatically be filled in and you can
continute. Once the remaining fields are completed, submit the report.
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INTERMEDIATE REPORT

Start by downloading the Json file from the Initial notification, either by
opening the form an click Download, or via the symbol which is available to
the far right of the row for the submission:

Submission Status 3 Actions

~ Submitted: Valid

@ View Details
~ Su

& View Report

Z Edit Report
~+ 5uU [— p

|

o Download

" Su B
) Rewvoke

Then select the Intermediate report och click Add New Report to open the
form. Click Upload in the form and select the Json file you previously
downloaded.

< Collapse Sidebar = Clear Form & Download & Upload

The form is automatically filled with the data from the Initial notification,
including the selected company. Before you start entering data, you must
change the value for field 1.1. Type of submission, from initial_notification
to intermediate_report:

11

Type of submission

010

010
intermediate_report

major_incident_reclassified_as_non-major
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If you select Dora Initial report, the data from that submission will be
available. If any data needs to be amended, go ahead and do so here.

Dora Initial notification
Reporting Date* E >(
04/27/2026 B Show description
1.2 1.3a
Reporting Entity ID or Name*
98100 X
- - Identification code of th
Name of the entity submitting the report submitting the report
Q. Go to template v 010 020
010 Testbanken A123BCXZQ008
= Dora Incident Intermediate
General information about the financial entity
Dora Initial notification
Dora Intermediate report
4 > |« e [
< Collapse Sidebar = Clear Form & Download @ Upload X Cancel

The reference code
Select Dora Intermediate report to coninue the reporting. It is important
that the reference code, from the email notification, is entered in field 3.1:

L Dora Intermediate report
Reporting Date* E X
04/27/2026 E Show description
31 3.2
Reporting Entity ID or Name*
98100 X
Incident reference code provided by the competent Datea
authority (Please use the reference code from the email | =%
notification)
€, Go to template v 010 020
010 I CAFIX0427dc73de58 I
[~ Dora Incident Intermediate
General information about the financial entity
Dora Initial notification
Dora Intermediate report
4 k4D »
< Collapse Sidebar = Clear Form & Download & Upload X Cancel
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A validation rule will check to make sure that the entered reference code is
corresponding to the previous submission Initial notification. The validation
rule will be triggered after the Intermediate report has been submitted, if
the entered reference code is not correct. If that happens, please make
sure that the correct reference code has been entered and that there is no
space included in the field.

Complete the rest of the fields for the Intermediate report, click Preview
and then submit the report.

Resume the report

The downloaded Json file can also be used to resume the report at a later
time. If the report has been partially finished, save the Json file by clicking
Download and then close the form. At a later time, start a new report and
click Upload, the saved data will automatically be filled in and you can
continute. Once the remaining fields are completed, submit the report.

FINAL REPORT

Start by downloading the Json file from the Intermediate report, either by
opening the form an click Download, or via the symbol which is available to
the far right of the row for the submission:

Submission Status  § Actions

~ Submitted: Valid

@ View Details

~ Su

& View Report

(& Edit Report
~ 5u

o Download
" Su

) Revoke

Then select the Final report och click Add New Report to open the form.
Click Upload in the form and select the Json file you previously
downloaded.

< Collapse Sidebar & Upload

The form is automatically filled with the data from the Initial notification and
Intermediate report, including the selected company. Before you start
entering data, you must change the value for field 1.1. Type of submission,
from intermediate_report to final_report:
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11

Type of submission

010

010

final_report
major_incident_reclassified_as_non-major

If you select Dora Initial report or Dora Intermediate report, the data from
those submissions will be available. If any data needs to be amended, go

ahead and do so here.

Dora Intermediate report

Reporting Date* E x
04/27/2026 E Show description
31
Reporting Entity 1D or Name*
98100 X
Incident reference code provided by the competent D T —
authority (Please use the reference code from the email 1
notification)

Q. Go to template v 010 O

010 CAFIX0427dc73de58 2026-04-2

= Dora Incident Final

—

General information about the financial entity

Dora Initial notification

Dora Intermediate report

Dora Final report

< Collapse Sidebar =

4

= Clear Form @ Download © Upload

>

Complete the rest of the fields for the Dora Final report, click Preview and

then submit the report.

Resume the report

The downloaded Json file can also be used to resume the report at a later
time. If the report has been partially finished, save the Json file by clicking

Download and then close the form. At a later time, start a new report and
click Upload, the saved data will automatically be filled in and you can
continute. Once the remaining fields are completed, submit the report.
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Revise an incident

The procedure to revide an incident report is somewhat different than for
other reports in FIDAC. If there is need to revise an Initial report, then it
have to be done when submitting the Intermediate report, in sheet Dora

Initial report.

Dora Initial notification
Reporting Date*

04/27/2026 8 X B Show description

Reporting Entity ID or Name*

98100 X

Q. Goto template v

[ Dora Incident Intermediate

General information about the financial entity

Dora Initial notification

Dora Intermediate report

4

< Collapse Sidebar = Clear Form & Download

& Upload

010 020
010 Testbanken A123B(
b 4 D L

Identification cod

MName of the entity submitting the report submitting the

In the same way, if the Intermediate report have to be revised, it is done
when submitting the Final report, in sheet Dora Intermediate report.

Reporting Date* Dora Intermediate report

04/27/2026 8 x B Show description

Reporting Entity ID or Mame*

98100 X
4 Go to template v
010
[= Dora Incident Final
General information about the financial entity
Dora Initial notification
Dora Intermediate report
Dora Final report
]

< Collapse Sidebar = Clear Form @ Download & Upload

notification) YYYY-MM-DDThhy
010 020
CAFIXD427dc73de58 2026-04-27
<= »

31 3.2

Incident reference code provided by the competent

Z - Daty d til f
authority (Please use the reference code from the email sl And lime ol pecumence o

If the Intermediate report data needs to be revised, it is done in the Final

report.
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There is however one possibility to revise both the Initial and Intermediate
reports directly, and that is by reclassifying them as
major_incident_reclassification _as_non-major, in field 1.1. Reclassification
should only be selected if the incident no longer is considered as major.

Please see the flowchart on the next page, illustrating revision of all three
incident modules.
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Revoke an incident

RECLASSIFICATION

First and foremost, an incident should be reclassified as
major_incident_reclassification _as_non-major. However, is reclassification
is not a viable option, then the incident can be deleted.

REVOCATION

If a misstake for example has been made, such as the same incident has
been submitted in two different Initial notifications with the same data, then
one of them can be revoked.

For the report that is to be revoked, navigate to column Actions to the right
and select Revoke.

Submission Status & Actions

~ Submitted: Valid

@ View Details

~ Su

EE View Report

[& Edit Report
+ 5u

o Download
v 5 ) Revoke

Enter a reason for revoking the report and click Revoke. The status symbol
for the submission will change to "Submitted: Processing”, then change to
“Submitted: Valid”. | the column Revision Status it will now say "Revoked”
and an email notification will be sent to the email address entered when first
submitting the report.
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Report Significant Cyber Threats

The report for Significant Cyber Threats according to the DORA directive is
submitted in a separate reporting module in FIDAC. Select Unscheduled in
the menu in FIDAC, select Dora Significant Cyber Threats and click Add
New Report in the top right corner to open the form.

The report itself is only one sheet. Click Reporting Entity ID or Name and
select the company submitting the report. Data can now be entered into

the fields.
Reporting Date* Significant Cyber Threats report
04/27/2026 8 x B Show description
1 2a
Reporting Entity ID or Name*
98100 X
. - e Identification code of the entit
Name of the entity submitting the notification S bersitn et hoatom[IE]
Q. Go to template v 010 020
010
= DORA Significant Cyber Threats
Significant Cyber Threats report
4 > ¢ comm [

< Collapse Sidebar = Clear Form @ Download & Upload X Cancel

Finish by clicking Preview in the bottom right corner. If something is
missing or has been incorrectly entered (schema validation), those fields
will be marked in red. Correct the fields, click Preview again and then
Report.An email notification will be sent to the email address entered in the
contact form.

Unlike the incident reports, there is no reference code used for Significant
Cyber Threats since it is only one single reporting module.

RESUME THE REPORT

The downloaded Json file can also be used to resume the report at a later
time. If the report has been partially finished, save the Json file by clicking
Download and then close the form. At a later time, start a new report and
click Upload, the saved data will automatically be filled in and you can
continute. Once the remaining fields are completed, submit the report.
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Other information

SHEET DESCRIPTIONS
For each report, there is a description available in certain sheets,
accessable in the top left corner of the form:

Dora Final report

B Show description

The information displayed is specific to the selected tab, but applies to the
entire report (for example, date and time format). There are also specific
descriptions. The example below describes how the reference code is
used in the current tab.

Unfortunetaly, the information is only available in Swedish.

Beskrivning

Intermediate report

Referenskod

Siakerstill att referenskoden frdn Initial- och Intermediate-rapporterna éverensstimmer med koden
som angivits falt 3.1 "Incident reference code provided by the competent authority” fér Final-
rapporten. Sékerstall att inga blanksteg foljer med.

Datum och tid

Falten for datum och tid fylls i enligt formatet YYYY-MM-DDThh:mm:ss.0Z

Tid

Falten for tid fylls i enligt formatet DD:HH:MM

Stdng

DATE AND TIME

The format for date and time is quite specific. Date consists of year, month
and day which are separated with a hyphen, followed by a T. Time
consists of hours, minutes and seconds, which are separated by colon,
followed by a dot and then 0Z (a zero and Z). Broken down it looks like
this:

YYYY-MM-DD T hh:mm:ss. 0Z

Fields with date and time have to follow this format. An example could look
like this:

2025-03-10T09:42:00.0Z

uTC

0Z means “zero offset” and is referencing UTC (Coordinated Universal
Time). This means that time is according to timezone 0, which means that
the time for an incident should subtract one hour for wintertime (Sweden,
UTC +1) and two hours for daylight-saving time (Sweden, UTC +2). If the
incident originated in another country than Sweden, find out the time zone
for that country (according to UTC) and subtract or add hours accodringly.
An example:



Time of incident: 09:42:00
Time of incident according to UTC (wintertime): 08:42:00
Time of incident according to UTC (daylight-saving 07:42:00

time):

Fields consisting of only time are simpler, the format is days, hours and

minutes, separated by colon:
DD:HH:MM

Nothing more is needed. Hours can be entered up to 23 and minutes up to
59, a day is represented by initial an 01. An example could look like this:

01:23:59
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For questions about this guide, please contact: reporting@fi.se
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